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Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.814.
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Rationale





In TR 23.731[1], Key issue 4 is proposed to support user’s change of the location privacy setting at any time. The privacy setting is utilized by GMLC to verify the positioning permission of external clients/NF/AF. UE indicates to the network the privacy setting and the privacy setting can be stored in UDR and accessed by UDM. In the roaming scenarios, the privacy setting may be changed by visiting PLMN. This proposal aims to add a new KI for integriity protection of the privacy setting into TR 33.814[2]. We kindly propose SA3 to agree the following pCR.
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Detailed proposal

*************** Start of Change ****************
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Key issues
5.X
Key Issue #X: Key Issue for integrity protection of privacy setting between UE and home network
5.X.1
Key issue details

The improved performance of location service is expected to provide by 5G systems with support of function flexibility and scalability. The location privacy setting can be changed by users at any time. The privacy setting includes “positioning not allowed”, “positioning requires notification and verification by the UE user”, “postioning allowed without notifying the UE user”, and so on from strict to loose. TR 23.731[4] has adopted several conclutions for the R16 normative work including UE privacy setting update, storage and verification as following.
· UE indicates to the network the privacy setting and the privacy setting can be stored in UDM.
· For 5GC_MT_LR request, the privacy setting is utilized by GMLC and obtained from UDM to verify the positioning permission of external clients/NF/AF.
5.X.2
Security threats 

It is expected that privacy setting update by users is supported by 5G system. In the UE privacy setting update procedure, the setting update message is requested by UE and transferred to UDM via AMF, LMF, V-GMLC, and H-GMLC in the roaming scenarios. Afterwards, the UDM may change the privacy setting and response to UE based on the policy. In the roaming scenarios, the privacy setting may be changed or tampered by V-GMLC in visting network or other attackers. For example, if the privacy setting is changed from “positioning not allowed” to “postioning allowed without notifying the UE user” maliciously, the GMLC will allow the positioning and send no verification-related action indicator to AMF. At best, the location may be acquired by the external clients unexpectedly and external clients drop the information, but at worst, the UE user’s location and privacy information is exposed.

If the privacy setting is not integrity protected between UE and homenetwork, the data could be tampered by attakers or visiting PLMN. UE privacy and location information will be leaked like resulting in the UE being able to be tracked by an attacker.
If the privacy setting is maliciously or fraudulently repeated or delayed using replay attack, fake privacy setting data may be stored in UDM eventually.
5.X.3
Potential Security requirements

-
Exchange of privacy setting between UE and home network shall be integrity- and replay-protected.
*************** End of Change ****************
